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A QX7t rootO| 1 SetUID HIEE 7HE TZEN|AT
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DEMAT SR 0152 tl=2 23 IS dot0] root 272 It LHES +=Hdt= 4 7IEOIL}.

(@ Race Condition
@ Format String

®3 Heap Overflow
@ Stack Overflow
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Aot getx| = Ago|ct SAHXHE B4 M2 250 st 39 XHalel MEfE v, O|= X 2|7t o =2t
CE2H| 0|2 X| =5 $HCL.

ZH e S7 A2 LAl Il O|EL 2 Fot= nho|Ch M= 3= LE mfe A2 E 712|7| 22,
YAl IH K 2| Afolofl 22 0|52l 37t JHistH o= M0 &AL 7t2|7|= root 27 THE 2 & =
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3 fsck
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fsck= O A|AHIO| Q22 HALSI D S HHAOO|CH CIAT A2 O &= dfet Ee| IHY
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HA|O|C It AR =T} X2l R 2 dijAleh = @it

4n

ME| By
Jetc/passwd®] 2t S 2 ()02 PHE YT e THEC BE 2ME HEY, HAES Ze ABX}
ID(UID), 12 ID(GID), AFBX} 4%, = Cl2iEf2

@ O: /etc/passwd| A HW ZE= AIFHHO|CH MA|E | K HI 20| 'root'0| 22 HHEHE "root'0|Ct.
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(® 0: oA Hi HE = AL XS] = CIAMIE{2|0|Ct, MA|El 240] '/root'0|22 0| A|™ 2| = ClAEEZ|=
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= 10. 2021'A0f| HHE OWASP Top 102| &= F, MHI MESH HZT EXIE AKXl 2i2 282

x2|5t0], H2EHE S2IsHs WAOE Mio| LIE HlO|E7H B3I & U HoHEE?

@ XXE

@ SSRF

(3 Cryptographic Failures

@ Insufficient Logging & Monitoring

Zhehet ol &
SSRF= AKXt Z&ot FAZ MHIFCHA R-S HUA| ok F{2AHOIC 2 R0l Y 2 + 8ls

x|
LHE XM= MHE St B2 E == A0, EZEXNE =5t R HI0|E7t f=E == ULt

i

o 20|
SSRF(Server-Side Request Forgery, At = 28 ¢|Z)= OWASP Top 10:20212| A10 &=0|C}. &

z SHA| A0 XS 7HMQH, 34X 28 SHX|E R
UL, o EXNEE IMMRE= 7|50l LHE MH[AS FAE
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= 11. HTTP &Ef 2 E0f Cist 8H2 2 EX| 842 H2?

(1 301: Moved Permanently

(2 304: Not Modified

(®401: Unauthorized

@ 405: Request Entity Too Large
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2 13. TLSO| &5t IR EE F MMS M MEl 2 |FX|6l= SHOE AE6t= A2?

@ Alert Protocol

@ Connection Protocol

(® Heartbeat Protocol

@ Application Data Protocol
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rE

Heartbeat Protocol2 2731 3ES F 0t JLido] Sl 7hseh JEfelX] =elst, S8 HIo|HE A%
HLHX| 20t HE S | XI5H= keep-alive 7|52 MSEICL.

g 12

Heartbeat Protocol TLS2| &t&t EEE—E, e A glo] HEE RXISH= keep-alive 7|52 METHLL.
HeartbeatRequestE 2L M O 2K E| HeartbeatResponseE Bt= WAIOE EAM JHs ({EE
golBtn 2, ZH|o| 'MMS B MEHE |X|'St= =X 0| stk

Alert Protocol2 @FLH 212 52 So| MBS el o ALS T HZ0| Mof YUK SHelst| 2t
2% 8% 753 st

Application Data Protocol2 TLSZ 2= &= &M & || & MESt= o AtEetrt. 88 H|0[E 7} gl=
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E 14. T2 M| 20M AHE5t= 22| S| 21X HESH XISt 71H2?

@ X.509
@ PAM

® ASLR
@ ASBR
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ASLR(F2 ZZtHHX| SEQIsH2 T2 NAT AGSHE t22] Ho| FAES 9| HixIst0] AL
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ot7| oA st= 710t
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Address Space Layout Randomization)2 ZZ2M|AQ| JHA A SZH0|AM AR - Bl - 2l0|HE2| §9

HX| A S 22Q(3tot= 7|Ho|ch EF ACLLHOE7L 5 22 FA40| JoH 3
2Ch ASLR2 M|22] | #1X| S ol =371 of"E Al 5to], 22Tl F40] 2| ESH= 3H9 43 7tsdS
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SECL 22X 'HIEE2| FHO| !X S HESHA| i X|'stCh= AHOo| o]of| s Zotct.
O|£0]| H|$t ASBR(Autonomous System Boundary Router)2 K& A|AH AA| 2tRE{S SEoiCt,

OSPFO|A 9|5 22 MBS LiRof| Ye|= AT 02, TR N A0 t|D2| T BiX|S B ASLRT}
S
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SEoid
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of7]0f| £t X2 "oixl A|A”O| 2323510 U= AFSAH = Ol2{ ¢t

1
HKEY_CURRENT_USERO]| s{&tstLC},

f. HKEY_CURRENT_USER%= iz
o2 20| A2 X
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£ 18. (71), (LH)oll SoiZ L8 S HI=A

2

Zot 317

TCP EZE H3 (7H)2 A= (LN 2/E Soll, AF2 K= X AHof| Y 2hA MM ALY 8l 0|5 HEFO|
7tSSIC}L.

@ (7h: 110, (L}): SMTP
@ (7}): 143, (L}): SMTP
® (7}): 110, (L)
@ (7h): 143, (L})

7t
LH: IMAP

L}): IMAP
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&2 MM - AHISHZALE 0| §2 HH = 7|52 IMAPO| M[33HH, 7|2 TCP ZE = 143%H0|C}.

HIZHE s M
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2 20. C}2 HHES 38t = /directory’of] 20{El AHst2?
chmod 1111 /directory

(@ Read

@ SetGID
3 SetUID
@ Sticky Bit

Zhchst |

e
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11119 X}=gk: chmodQl =Xt ZE= 8TI+Z SHASICE. U] Xj2|2 MM g 9fXf2| = S ot Fl2o M| Xi2|=
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