710X

NEx

SRH/ZIHE /95 - MEAAMEC - 2019

# NoteBase



J|Z0X &

STFH/=IIE /95 - YEAAHES - 2019
SEE/ZI1E /95 - WEAAHECSL . 2019

2 1.C}2 E HTTPSE 74I817| 98 QS IRES0E BE N26?

a.TCP
L.SSL
C. SOAP
2, SET

@‘I’I_
@1, 2
@L,C
@c, =

=

=
SLZ|ZFHTTPSOIM TCP= Ll2|d QU= HIO|E S-S BEdt, SSL2 HTTP S0 = stet 22
7

=]
| 22t 7SS HSelCt.

A
ret
OF

HA1

wn
0x
HT
ot

on
10

# NoteBase



7|Z0X SHAT - B2/RTIE/9F - HEAAMEOE - 2019

HI|E sl &
71, TCP: SSL 7|2t HTTPSO{| A M2|M Q=
HTTP HIA|X| S F18H=C} TCP A7t HTTP HIO|E{ S

O O

LV

L. SSL: HTTP2} TCP ALO|Oi|A| S&stH, 2SS} -
OTZEZ0|CE HTTPE SSL [0l AFRS

C. SOAP: XML 7|dte| 1=

AKX HTTPSS| Bt AESE #45

I% HTTPSZ T+dst=H 2R

12| TCP L 2| SSLO|H, o|=

L ¢ - ERE x-||_g_'c'>l;H:
otsS g

23 A 9!

E BS5Y| Qe HAHe ot T2 EFO0|C ZX Mol Hot
ot Z=EZ2 OfL|C},

OEES-

t. TCP HZ& 20| A SSLO| S&5t1, 1 2|0l M
toh= 242 OfL|Ct

off sEtetct.

# NoteBase



7|E0OX AT - ZRA/ZIIE /95 - MEA|AHIEQL . 2019

2 2. 20| 3 W o, obM IU Y ASRYE, ot F|oFH S8 TS, 100 B oS 23Ho| Mo

@ IETF Web Security Working Group

@ Web Application Security Working Group
(3 Open Web Application Security Project
@ World Wide Web Consortium

o
1L
w
rE

2 ofE2[A|0| Mol F=L Hot | & JIX|E 2|5t OWASP Top 102 OWASP7t 2 ESH= Xt 0|Ct, MX| Q|
Open Web Application Security Project?t OWASPE 7}2|ZIC}.

ORI

£ o

OF

OWASP= ¢ O S2|7|0]F 2] Eot= =0[7] floh Fobd FEet Hot X|H - =712 SIlst 1l S/dt= Wy

o
Hot T2 M EO|Ct E2&of MAIE & HAS Open Web Application Security ProjectO|Ct.

CHE Xt2 2! OWASP Top 102 & OiE2(2|0[H0]M SR5tA| CHR0{0F 2 2 oF o[ & 71X E ME st
AFoCh IR ZX|0] £ F{AFF | At S O35t Yt | 5= AH=0|22, E¢9l 100
OiE2|AH[0| M2 #F|AH S UH s H= MH2 OWASPL| 2301 sHESHCE o 7| B 7HX|= IHE &

&

— = —
OHEZIZ|0| M =7} OfL|2} =R ot feel Y S SEolrt

# NoteBase



J|EOX AT - ZRA/ZTIE /95 - HEAA-E - 2019
23. 012 S H0|E J|UNS HEH £ Y= T2ESD?

@IP

@ UDP
3 Telnet
@ SSH

SotE 2, M3X7HH|O|H E 72/ et S

wn
(2]
I
z Ir
im
r
=
)
— o
11
fot
Lo_l-
St
2
ra

7|22 57X 52 MOl HEQ LIS & + Gl=E E20ol= dEOILL HE &
Ho5te{H, CIo[EE 7I2M = &2 LHES Lot= &= gl o= =7t sttt

o
1L
IS
rE

2ot 7| oA 5t

SSHE 217 M40l RSt ZRESR, st S4 M2 o) 200l Himet oid, M A9 52
ATt UERM B 8BS AR EHOREE Hlo|HS B 4+ ULk IP-UDP-Telnet2 E2ES
RHHI0) BIOIE] @& 3} 7|550] YOO, 0[S ALSSAIE B4 HlOE(S] 7|T4S BEE 4 girt

# NoteBase



- 2019

- MEA|AHIEOL
(Evil Twin Attack)

(3 o™ (Unpacking)

- B28/274l/93
S Sl 2l Mo|E9t Ho| S| 18 7} MO|EZ

ol
=

4, 0|0
@ AtO|H Z2(Cyberbullying)

@ 1| A(Phishing)

7|1E0X s &H
=

E|

ol
%0

b |
{0

1o
Ho

HOo| F0{, ALEX7} 71}
# NoteBase

o

=

|} AFO|E 2t 72| 22 St

2 YA gtk AFEXZE 2320 ofolL - H

E

& Ato]

£3

I (Phishing)2 L =2|g = A= 7|2H0|LE MH|A S AFESHO] ALEXL7LIHRIE R
E

ALo]



7|E0OX AT - ZRA/ZIIE /95 - MEA|AHIEQL . 2019

2 5. 122 Mxtmo| et stoj| CHet dHo|Ct &= ool So{ZE 20{=?

()2/= IDEA L 1E|E 1t RSA L 12|52 Teoto] BHERACE IDEA L 12|E2 MM7| 253t RSA

A NESS AIEX QS 2 IS MXIAHO|| O|2SIYLCE 0719 MO Z = 30| ¢l EXH 7|22 H
OIS ME HrgHtX| Qtot: ZICH= Zdo|Ct

@ PGP

2 PEM

3 S/MIME

@ IMAP

02
i
[
e

S 2L 37172 L2 84S AEXHS0|
|

E
Kl
2
H
>
og
0
HuU
Iz
r=
X
i
Jiot
ro
ﬂl‘l*
1
$0
>
of
rir
i
e

PGP(Pretty Good Privacy)= XM ES %§§
HrAl0|CH X|22 IDEARt RSAE Zelét X7| PGPE &

MM 2 HY LS A5s}stH, RSAS LAt 7H?_5’|§ |A|X|°| oH)KI 0 Xﬂf
AP EICH MKt

=7|= d=siet TUXE 2telsh= MAIMEo JE S I—H——01 EE*?.HZP.

PGPOIM= S717[2| Rl 2FAE 2H eflotALt MZ[sh= THE MERIS| 17| MBS 283t
A2 (Web of Trust) 2 7+ 4E = 9,11: mlapr] EM QIS 7|2l M OIS
OfLICE. CtZt Q15 7| 2te| 2l

| =)\
O
Of2{et fo ot XA E 1t 57

# NoteBase



7|E0OX AT - ZRA/ZIIE /95 - MEA|AHIEQL . 2019

26,012 TRES 3 A|S0| OHE He?

@ ICMP
@ POP3
® TFTP
@ SNMP

()]
1L
[
rE

MPS IP S419| 952 215t A1 MEfS FTtos YIEYI AS T2 EZ0|ch HALH 4114
A& | BE|MY S& S8 MHIAS HBots Z2E ST A|S0| Ci2ct.

MxE o4
@ ICMP: HIEQI AIZ ZTZEZZ TCP/IP 20| A = QIE{Ll A B0f &3ict.

t
oot 22 IP 2 M| Mol 2HE 2|, 02 2 - SHOZ St MEiS TITEsh= o 421t

@ POP3: |2 MHO| M EE HARHE SE0|HEI ML= 8B AS Z2E
OfL[2} MR =410[2H= MH|AE HST

Mk
o
il
%
=]
-
»
>t
i
>
=
N

©
_|
Ml
_|
RS
N
m
rot
H
ne
rH
op
N
or
mjo
=
Ok
Of
rr
0l0
oo
p-]
ol
|H

ZEZ0|Ct. UDPE 0| 25}X|2t UDP oA o

HE MU AE MSOIER HE S Z2EEZ ZR/OHX| Y=Lt

@ SNMP: L|E9{3 HH[o| 22| YEE Z3[st7 Lt HYot= S8 AE Z2ESO0|Ch 22| Y0 HER/R

ZH|2H= 0| R 2 WES|3 A|IB0l| £3h= A2 ofLCt.

AEE H|WSHH @ POP3-® TFTP-@ SNMP= € #E0|1, © ICMP= HE/ 3 AE0|22 ICMPL]
AEO0| LI X[t 2L}

# NoteBase



J|ZEOX AT - 3FH/Z7HE /9T - HEAAREO . 2019

E7.02 5 /Y2 2SHHIM HERS AZd chet 2R =7=2

@ APT

@ DDL
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£10. HY RLHEZ L 3 A EX| 7| & A 7tE(Stack Guard)oll AH25tH= 7|=2?

@ Full Canary

(@ Buffer Canary
(® Stack Canary
@ Random Canary

7tE2| Random Canary= 0|Z617| {22 L& FILi2| Q2 AM2SI0] 3 AKX &
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@ P-ISMS
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® PDCA-K
@ ISMS-K
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(D FAT162| XMz 7ts 22k |t 2GB7HX| 2 X|2I$HCt,
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219, SSL|AE TREZ0| Xa|at™ 7ol sHtsHX| = 2H2?

@ &= (Compression)
@ MIAIX] @1F F=(Message Authentication Code)
3 ™MsH(Normalization)

@ CHH3}(Fragmentation)

Mg 3w
ZHerst oA

SSLEZE I2E22 §lo|E{S CHHsteln, LR mat A 5 HAIX| 915 TE(MAC)E 201

otz sieict. Mashs o M2l B0l E3HE|X| gLt
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