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2 3. RSAUIM & 24 p, g€ AIBSL0 n = p * & T P51, Y=2}7|7} e B U H=2}| d=
X
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@ 33
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2 4. Diffie-Hellman 7| 24l ¥12|ZS0|M HA| @A g =20|1 p =130 x = 125¥ i 7} 4K} A7}
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7|1ZQl &% x= A2| H|Z X|5=0|C}, RO {2 g=2,p =13,x=1250|22 21255 132 Z L} LIHX|E
T

132 20|11 2= 139| B =7t OfL| 2 2 H|20te| AF2|0ff (2t 27012=110d130|Ct. 0= 2125 1322
Lt= LHHX| 7t 10[2H= SOICt. M2t ASEH &S| X|5=0iA 129] i £ &8 E0{ LHHX|= ZL}.

125=12 X 10+ 50|22 2125 = (212)10. 252 L}= 4= QICE A9l Q14 (212)1082 1392 L= LIHX|=
10|22, 953 = LIHX|= 258 1322 Lhe LIHX|2F ZCt,

25=320{1132=13 X 2+ 60|22 LIHX|= 60|C}. [t2tM A7 BUHIA| M&St= 22 622, @2 Zfot
U K[SCL,

# NoteBase



J|ZOX LT - SPU/BE/SM(FS) - HRESE - 2024

[mye)

@CBCE

i I =840f giLt.

st
=

®OFB ZEE= 223}

&l

il
%0

ojn

A= E

Al

=YL

ZF0| Lt2Ct CBC

ot
=}

e 2t

27|2

2 (DO|Ct ECBOIM = &

HE

tH, CTR2

I| S uHs

S}SIE 2 C = Ex(P)OICt. 22 7|0l B2 =250

A==

-
o

C}. 2f A

-
ot

=
S

7|3t HIE{(1V) 2 A}

X

2
2

nyr
il

1

oj

=
—_

@ (X) CTR2 S=0tCt M= Cf

Ct

£ xz2|of| m|

o
o =

HE0 MZCt

# NoteBase



J|ZOX LT - SPU/BE/SM(FS) - HRESE - 2024

6. 3M7| = ‘c'!él% 0] 25t0] HAME S ‘Yot ASE mioll= SH712k 17|17t A+ ElCt. S4XE7}
HAME S YHotD = LURoA HAME S HESt= BL, +LUXIH HXME S AT 0| A= 7|12

ol
i
N
e

[
rn
et
%

Xpol 7Hel7| 2 d-do5tn
St A2 OfL|L}.

SRS 7|2 ASoICt HEdh= ARO[ = AXF2ta s A =L Xte]

)

oo of

N

>
mn of
rlo

Rl

8
it
M
°

XM M=

MBZIE RS 7Hel7| 2 ME S Md5ta, AS A= T lel7|et %S 0|F= MEAte
M7= MES 4SS O] 2| MERH= S

AXt0|E =2 7|9| ARXHE SLIXt0Y| SE2=0{0F BT,

Ok =

SR IR ME S W ddt= ol ArEoHH 2 R0f| SINSHA| @=Lt +=4X7F HAE S floh 0] 7Hel7|1E

SLXte BH7|: SAXtef Jel7| = WHE MBS AESt= 710ILf. =4X= 'HIAI?(IQP MEO[ 9 J-SJH?IOH
5

.|
o
CHel &= etX| 2telst, MR AHZ0M =

7|-SM71E XL AR B 7] WOo|E 2 SLXte MBS

X9 7| &uto| A& =LIXtef JH
Z W72 F=otdt 4kte 7Hel7| 2

H: 7|7t OfLICH, 7| & &

T 0K 1o
=
Al
1]
tot
i=]
Rl
rr
4%
r=
A
10
Okl

MEtM =X SARS] HAME S HEL Wl ArZ5HE 7= S4Ae| 3717100, @of s et

# NoteBase



|EOX HAH - SRHU/FE/SM(BS) - YRESE - 2024

2 7. SHA(Secure Hash Algorithm)0f| Ci$t dHO = 7% X Hs}x| of

rio
N
rio

~

(D SHA-12 160H|EQ| si{AlZkS E3stCt.

2@ SHA-224& 2H2E 47} 800|LC}.

(® SHA-256°| 25 37|= 512H|E0|Ct.

@ SHA-384= 4= E|= Cl|0|E{Q] 377} 2128 — 1H|EE H|BHEICE

]

Ehot sl &

SHA-2242| 2t2 E == 800] OFL|2} 640|Ct. SHA-2561 22 Al f= X E AHEoIH, 2[F sHAIZte
Z0|= 224H|E0|C}.

Mx|E s 4

I.U

@ O: SHA-12| HIA|X| LHO|MIAE, = £[F S AlZt2 160H|EO|Ct, /UHE X2[5t= 25
Z19| Z20|= MZ LHE £90|2 2 S E5HOF oICt.

7| 512H|E%}

(2 X: SHA-224= SHA-2561F 22 A|E2o| &= {1 X E AI2SHH of 282 X2 [ 6422 EE HTICY
A7|gkat £|F £3 Z0| S0| SHA-2561} CH=DH, 32 224H|E0|C}, 802H2 == SHA-10|Lt
SHA-384 - SHA-512 A€o siist2 2 @7} 74a MESHX| QiCt,

3 0: SHA-2562 IS 01X HIA|X|E 512H|E 882 = L0 X2|Stet. 0| 2] 2562 =5 37|7} ofL |2t
X5 si{Algte| Z20|Q! 256H|ES XSt

@ 0: SHA-3842| 22l B AIX| Z10] LS H|E 9|2 0< 1241280]0{0F BHCH, [afA &4 H|E Zo|o|
%|chgte 2128 _ 1H|EO|CH 0| 2 BIAIX] RA|2] Zo| Hgto|H, K2 22 27| 1,024HELF £ Zo|
384H| E9f PHEIC},
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2 10. MDC(Modification Detection Code)2t MAC(Message Authentication Code) 7|'H0j Ci5t
Moo= Jbu MASIX| 2 HL?

O MDCE= YHHHOZ 7|2t HAIX|E O|HE Q! K|MOI| SHA|E4E M E35I0] h(K|M)S HM3iCt.

@ &= (nested) MAC 7|2 = THA|Z 6l{ 40| O| FO{TICH,

G HMAC 7|'H2 daber sijA| eF4~E 0| 85t0] HA|X| 15 ZEE F4TICt,
@ CMAC(Cipher-based MAC) 7|2 2tz A|ABIS| CBC(Cipher Block Chaining) 2E2t fAfst
giHo|Ct,

0
L
[
re

[y ) =2
O] 7h HES}X| fiCh MDC= LM O = HIEF| §10] HIAIX|S| SHAIZES MBIt HIZF|E AHESHH
HAIX|S] R2d1t QI5E MZdh= MACRH S5 Of BiCt,

Mx[E s

@ (X) MDC= H|Z7|E AHE

o|H, 7|1& Zgtet h(K|M)S °'t.'_”H
Jll

HIAIX|2F 31 Al Z4S Sl HE

@ (0) nested MAC2 9H 8| H2| ZIHS CA| HIZE sfAle] YHO2 APgots
Lj sH4)3 9 sl & B2 RAEICHS M| UCH £ EZf2Hs 2 sHAl 2
ZH| HIAIKIO| A FSH5| & #BF A EICS 2 OfL|Ct,

3 (0) HMAC2 =St sljAl 3*4‘—% ST HIZIIE 2SI HIAX QIS 2EE ':.L*%Eh LHE- R IES
Ol ol 7|2k HIAIXIE et 0]0] E 0 S Al

C-MAC AIE2| H& X E ALEStCt, OpX[at
= S9| M2|7t F=7}tEICt CBCRt KAMSt AXEH=E
Lotsst O C 1 XHY|= ofL|Ct,

@ (0) CMAC2 CH%l7| 22 4S5 E 0|23H= MACRE CB
=250 HAIX| 20|t THEY o 20| L2t MEF|E HES
A2 giX|a CMACS| SH2 HAIX| QIS0|H HES
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2 16. Bell-LaPadula 20j| cjst dHO = 715 XMAEst Zi2?

O =25z MBI EE REL = AS SXSH= Z=O|CL
(@ HE = Top Secret, Secret, UnclassifiedZ2 2761 HEO| F2 M B&0f| XM S F10 QUCH
(3 No Write-Down M2 FH|= AHAMECHES SZ2| 240 H

@ No Read-Up BHM2 FH|= Xt ECH =

HI
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2 18. Ch2 X120l Ch3t MHOR Jhe HES HL?

JavaScriptet HTML52| Blob, download, anchor, click §2| E42 0|235}0{ QIE{Ul AL2X}7L EH
HTML H|O|X| &= A| XIS 2 mjYU S CHRU = E Sh= 7|HO|C}.

@ HTML Smuggling

(@ HTML Injection

® Dangling Markup Injection
@ JavaScript Injection

o
i
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rE

ZhEtst sl &

BlobZt HTML5 LH22E 7|52 Z&ot0] ALEX HafX{of|M ot S #4stn i2{ A 8f= 20| HTML
Smuggling®| £Z0|Ct, tha3| T|O|X|0f| HTMLO|Lt AT R EE & ish= 7| - at EEIC

CEET T

X|23t HA0| tfS: JavaScriptet HTMLS 7|52 0|8510] B2k otoll A 1je! Hlo|E|S TAstD
L2t = 2 sH= E52 HTML Smugglingoll STt 2HE IS )2 FAsHs WAlm 2], HTMLO|
£71 l0|E{7F ALSAF S0l T BHS 01T 4 QIrH= Ho| s4o|ct,

ChMol At Blob2 HetX{0f| M It GIO|[EXE S & =~ U= Hlo]E Z4K[0|Ct. anchore= @3 240[11
download= CHREEE X|A|St= £40|H, click2 &3 S&2 K'Y= 7|SOIC X222 0] 7|s&9
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_IE =
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CHE HA el 8: HTML Injection 2| = 6tX| 42 HTMLE & sl H|O|X| LHEO|Lt X0 &S F+=
Z10]11, JavaScript Injection2 23 E7L & - M E[H| SH= Z0|C. Dangling Markup Injection2
HEEX| 242 03 Y| Fl== H|0|X| LIS B S0|=E St= £ LA|0|CE X229 2FA HM=
Chadh A= Q10| OfL|2} HTML - JavaScript 7|52 0| 2% It M dhAlo|Ct,

et X[ 20l ti 2ot A2 HTML Smuggling0|H o] s st
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2 19, ADHEZ0| HAIX|7} =8, 2Ho| C}E EREAS OlAISH ADEZ0) 22 HAIXE HEY 4 s
ot 9IMOR Jha MW L7

@ 2FI2Igl(Blueprinting)
@ 22112 (Blue-jacking)

3 ERALIZE (BlueSnarf)

@ 22HIH(Blue-bugbug)

Hef o
Zrerst sy
Ko SREA J|7|0] 2X| o= HAIXIS EUls e SRMo|Ch HAIX| Fo| #Alo|H, 1 KIS
otMTE | XS X7 |=H 2 K= 242 OfL|ct,
EEL]
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ChE 22 S2EA 7|70 22 HAIXIS Mstchs Ho|ct,
S22IEl(Blueprinting)2 S2EA A0t MH|A M 5 7|77t Saf s SRS Teketol HZAH 2
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H7|o|ct EAF AT E2HU(Bluebugging)2 #|2kst 7]7]9|
| b= MAIX|E MY st= S22 2t CHECE

LS 1=

@9| ‘=FHIH I (Blue-bugbug)' = ¢
C}

7|52 Brtoz Fofsts BHoR,

>|'\J

[HEkA HIAIX] H&0[2H= Abzi|2] i ofl s dh= MEIX|= @ SR MZOILt.
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2 21. @ U3t (Web firewall) 8E2 = 713 MHS}X| ¢t

ro
"
rio

~

—_

(@ Cross-site scripting, SQL injection &2 & X|st1, KHEHSHCt,
@ ¥ MHE S1t5H= PPTP HAIX|= 3717 | 2 S=32t3tCt.
@ OHZE|AH[0| M A B2 243t M2t 7|=2 AL TlCt.

@ URLO|| IHE M2 A0 7|52t SSL ERf T S S251610] ZAFStTt.

o
1L
N
rE

[E ) =
2 WSHH2 HTTP-HTTPS R S A AMSh= E o ZH|0|T}. PPTP HAIX|E S7H7|2 S=28tCh= 22 HA
A

st x| HAls 2F HR A& 20|t

H2 HTTP %o = -8 -t 22 SS S50 XSS2t SQL & Z2 ¥
OHEEP'HOH“_1 -2-’—1% BfXIotn 2EE HMof et XPEFSICE, Lt 2= SHS 26| BH=Che S

BX Aot 2F AFEof wat 2abvF EabEc)
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= 22. EEH|2l(Block Chain) 7zli2| ¥F & 71 =Hst A
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£ 26. OWASP TOP 10 LIST, 20212| A01, A02, A03 LIS 2 7}xt MAESIX| 22 7122

(D Security Misconfiguration
@ Injection
(3 Cryptographic Failures

@ Broken Access Control

()]
1L
[
rE

ok o &
HEr2 (DO]C}. 2021 7|1& A012 Broken Access Control, AO2E Cryptographic Failures, AO32
InjectionO|LC}. Security Misconfiguration2 A050|2 £ X|H H|0f| sHSHX| eH=L}.

@ (X) Security Misconfiguration2 EQt MH @22 20211 229 A050| sisict, 2E R 7|5
ehd% EMAESH |2 MY, ottt @B NE L E S MY 22| EX|E CHECEH OWASP Top 10 2=0(7|&
SHX| 3 2 /|0l M X[ = SHA0L- A02 - A030l= EHE|X| QH=C},

@ (0) Injection2 2021 S 52| A030|C}. A=[E 4= gl= 20| BHO{Lt Ho|F2| L= i ME|0f
O|oHX| g2 AHE LOF|= EXE CHEL SQL &l SOl tHEX 0|, 2021 2 /0| M= XSSk 0] HZ:0
HEE| ALY,

® (0) Cryptographic Failures= 2021 =52 A020|Ct. 2T HIO|HE E=517| |3t =3}t
SR Lt ot ¢t - B ASH 7| 22| SO 2 B0 Ailjst= 2X|E CHEL.

@ (O) Broken Access Control2 2021 552 A010|Ct. AHEXI7H S8 E A
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150X s
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a

JIX|n Ao, 24 =
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( SIEM(Security Information Event Management)

@ PGP(Pretty Good Privacy)
® PPTP(Point-to-Point Tunneling Protocol)

@ L2F(Layer 2 Forwarding)
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228, ‘ATEQ 0] JHL HoPo| M AL 2 7hE M| ok He?

(D CLASP(Comprehensive, Lightweight Application Security Process)
(@ CMVP(Cryptographic Module Validation Program)
(3 Seven Touchpoints

@ MSDL(Microsoft Secure Development Lifecycle)

o
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AT Y CHAE S

= O o
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@ (X) CMVP= gz E2| Hot @M £F o{RE ASst= Z2IHO|C, XSt °.:.*§E§% —'.*Of'— ol
SROHX| T, AT EQ O T HERT| Hitof| 2ot 2E5S S8fot= e YEEOILE

LIMX| M| eh=1t 55 5l M & Hel7t Cth=Ct

II:I
HU
g
>
_>,i
=
r|r
E
a

® (0) Seven Touchpoints= ZE ZE O |[HIX ¢/& 24, Hot @A HOLHAE 5 2 Hot
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2 29. GDPR(General Data Protection Regulation)0j| Ci$t @HO 2 J}x HAESIX| o2 222

@ EU W A E S 2F5HH MAFEE Melghs 7190 2 E
@ EU AFXe| S S ELESH: 7|0l HE

@ HXMHEE Sall a0l M EU FRIS[ JHIFHE XE[st= 7|0l HE

@ ATH LB SR ABALERl AL, M AIZ HEAHO| 5% S 3MD Q2 5 &2 3Y
He 4w
@
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£ 30. ISMS-P(HEES U HAIHHES 2 |HA) 95 7|Z0IM Hotn Y BH2inH 22 L 29
olo| Kot JHa MHSHK| 2 eaag?
@ BRIH A 7|t op

SR
® EalHA =2 U
@ B, T, TpA B

He 44

®
Ba|HIA| 7|u Ol e AET Aol MoK XIH, B3 1M 52 Sof M EHE 2EE 2opz,
KA S8 L 2 FHof it
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