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(D HLEN(Header Length)

@ TOS(Type Of Service)

@ TTL(Time To Live)

@ TLS(Transport Layer Security)
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2 2.C12 332 @2 HHOE Alstist Auo|Ct, @0 S0{Z HHOE S22
g I3 SEEE= - o X
Microsoft Windows [VYersion 10.0.17763.195] A
(c) 2018 Microsoft Corporation. &ll rights reserved.

C: fiUserstuser>{ G|-a

CIE{MHIO| A 172.22.100. 132 - Oxd )
CIEY =4 =c|8 4 7a
172.22.100.129 Dl] 00- Ee-[]D 01-27 =
172.22.100,131 4c-ae-a3-ca-11-e4 =
172.22.100,135 b0-Be-bf-c3-da-a7 =
172.22.100.145 b0-Be-bf-c3-ca-09 =
172.22.100.149 04-92-26-d5-1f-80 =
172.22.100, 160 b0-Be-bf-61-2d-cl =4
172.22.100.190 00-03-2e-26-00-42 =
172.22.100,191 ff-ff-ff-ff-ff-ff o e
224.0.0.22 01-00-5e-00-00-16 o
224.0.0. 251 01-00-5e-00-00-fb 3 i
224.0.0,252 01-00-5e-00-00-fc i
239,255, 255,250 01-00-5e-7f-ff-fa e

C: WUserstuser> .
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@ netstat

@ ipconfig

®arp

@ ping
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J2o| olE{ull FAael E2|H FAL| LS H = ARP ZHA|O|CL WindowsOll A 0| EA|SH= BE 2 arp -ao|Ct.
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FaolLiSE

S| X Zct ARP
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FYS LIEMALC

S22 EASH} 0 |H|*$MIa9HW

913 QIETo] A
M2 @ arpo|Ch SX - HE EA|S =0

netstat2 HERI HEA - A 7| ZE S| HEHE, ipconfige 2EZ QUEH0|AL] P 7 HEHE HO{EL}
ping2 ICMP 0|2 81 SEHO = TH 7tsM S Zelotct. Wt o2 IPFALL E2[& =49
8 Heh= 2EH thE dHst= BH2 arpo|Ct
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= 3. IPv6o]| 2igt HO = JhE X HsA|
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@ 7|2 8lc{2| Z0|= 40HI0|E0|C}.
@ IPv4Q| TTL ZES Z2 2XOZ Hop LimitS AL $HC}
(3 IPv4Q| 4 32H|E ZO|E 44l &t Zot 128H|E Z0[Q] FAE ALESIT

@ Traffic Class ZE = 20H|E 20| 2 SEAH| A0 2t AHESHEl QoSE S SHCt.

—_

Zhekst 84

IPv60il A Traffic Class= 8HIE, Flow Label2 20H|EO|C}. Traffic ClassE 20| E2t1 3t @7t MESHX|
Q4L

MR Y
@ 0: IPv62| 7|2 $ICH 40HIO|ER MHE|0f QUCH & &|C 7t ALRE|D 7|2 8iC| Slof gE 2 goog,
7| #2009 B SIS Eatst HA| T 20|S T of St

@ 0: Hop Limit= 1{210] HE £= = & & Metsto] HEH I A Fots] &2tst= WS WXt

2tRE 7 IHZIS HEE W 24270, IPv4S| TTLI 22 SH S JHEICEH
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2 4. AL F2HZ (password cracking) =2 71E HESIX| 2 72?

@ Striker

@ John the Ripper
® Pwdump

@ RainbowCrack

Hef 14
ZHEHSt 8|
Strikero] FE 8E = M £3T 3oFY BMOZ HAIE 3L Ch2Ct Pwdumps BN 2SS

g g
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2 5. 4ol (firewall) o FAHE 0| M2 HHOR Jha MH}x| b2 U2
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teloj atot A3 = AHEHOE AR RoHA| SH|SHCY.

@ g|o|A ZAC|M(race condition)
@ Y AEZ(format string) 34
@ StEEz2|=(heartbleed) 24

@ AMAHI XY nZ(system resource exhaustion) 34
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@ Netbus

O Nmap(Network mapper)

© SAINT(Security Administrator’s Integrated Network Tool)
@ SATAN(Security Analysis Tool for Auditing Networks)
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2 10. UNIX A|ARIS| 21 (log)ofl 2Hot MHO R Jp& MASH H2?

@ dmesge AEX| M4 20 S AUBSHFE HK|l= ZE EOE XMESIL]

@ history= A|AH 2o s Mutxol
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= 12. C120M HI] HEZ 2 (buffer overflow) 2 A0l i S6l= WHO R 2 A0S DE NE Z2?

@ AEH 7= (stack guard)
© AE #1E(stack shield)
© Non-Executable Stack
@ ASLR(Address Space Layout Randomization)
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@ MD5(Message Digest 5), SHA(Secure Hash Algorithm), CRC-
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@ NMS(Network Management System)
@ IPS(Intrusion Prevention System)

® IDS(Intrusion Detection System)

@ FDS(Fraud Detection System)
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